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III. BACKGROUND 

General 


The SIGINT collaboration with the UK began in 1941 
and was formalized in the UKUSA Agreement of 1946 (enclosed 
in Annex A). It has developed into one of virtually full 
partnership and interdependence, to include combined work¬ 
ing parties, joint operations, the exchange of liaison and 
assignment of analysts to integrated posts. In addition. 
Divisions of Effort (DOE) and/or understandings between 
NSA and GCHQ are undertaken to respond to existing require¬ 
ments. Each country makes unique contributions, and while 
the U.S. has moved far ahead in total resources committed 
and in technology development, the contribution of the UK 
continues to be of great value. (TG CCO) 


UKUSA Agreement an( 


The UKUSA Agreement, dated 5 March 1946, has twelve 
short paragraphs and was so generally written that, with 
the exception of a few proper nouns, no changes to it have 
been made. It was signed by a UK representative of the 
London Signals Intelligence Board and the U.S. Senior Member 
of the State-Army-Navy Communications Intelligence Board 
(a predecessor organization which evolved to be the present 
National Foreign Intelligence Board), The principles remain 
intact, allowing for a full and interdependent partnership. 

In effect, the basic agreement allows for the exchange of 
all COMINT results including end product and pertinent col¬ 
lateral data from each partner for targets worldwide, unless 
specifically excluded from the agreement at the request of 
either party. it also makes provision for restricting ex¬ 
change of select materials when it is of special interest 
to either party, but notes that such exceptions should be 
kept to an absolute minimum. Over the years this has been 
the case. Additionally, the agreement makes provision for 
obtaining agreement between the two partners for COMINT 
relationships established with Third Parties and to ensure 
that materials received from such Third Party arrangements 
are made available to GCHQ and NSA. Provision was made to 
give special consideration to COMINT agencies of British 
Dominions (e.g., what are now Canada, Australia, New Zealand 
and to not consider them as Third Parties). Over the years 
numerous appendices have been added to cover specific areas 
of widening interest and ever-increasing sophistication. 

The Appendices to the UKUSA Agreement address such items 
as principles of security and dissemination, principles of 
relationships with Third Parties, standardization of intercept 
formats, common classification and categorization criteria. 
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exchange of material obtained through clandestine or covert 
sources, and principles of UKUSA collaboration with common¬ 
wealth countries. (A listing of each appendix with an 
explanatory comment is included as Annex B.) (TS - CCO) ~ 


Liaison 


(b> (1) 

(b)(3)-P 

•L. 86-56 

In accordance with Appendix I of the UKUSA .Ag're4ment, 
NSA and GCHQ maintain a liaison officer in ea-ch other's 
country to facilitate SIGINT collaboratipnr.'* in th^ UK, th€ 
U.S. officer is the Special U.S. Liaiso'h Of f icer,/liOndon 
(SUSLOL) and in Washington the UK.officer is the .Senior 

UK Liaison Officer, Washington,'D.C. (SUKLOW) . S-USLOL 
represents the National Fo.reign Intelligence Board (NFIB) 
as well as NSA in all SI-GINT relationships with'/the UK. 


The liaison staffs for each center 



1_ 

constitute,'qua1ified 


people who can liaise with the major key comp'onents of 
each agency as well as the major operational/product ion 
groups, a cryptanalytic expert, and necessary administra¬ 
tive and communications support personnel./ SUSLOL and 
SUKLOW and their respective staffs perforn)' the official 
interaction between the two national centners, as well as 



provide SIGINT support to their national/embassies. I I 


MAN 13 LL V i /rCOMIN - T CHANNELS ONLY 
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(b) (1) 

(b) (3)-P.L. 86-36 

Integrated Analysts 

NSA and GCHQ have assigned cjjyptolog,ic specialists 
into each other's HQ operationa-I elements for purposes of 
combined operations on select target pr.oblems, expanding 
experience and training , - and for contributing unique special 
talent or skill. This'provides almost complete access to 
materials | ~i thes e/integrated analysts in 

the areas where they are assigned, j 



Combined Operations 


(b)(1) 

(b)(3)-50 use 3024(i) 
(b)(3)-P.L. 36-36 
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The United States and UK have SIGINT personnel assigned to 
various select field sites of each other. These' include 
the following: 


Site Number of 



Exchange of Visitors 


A great number of visits are exchanged between the 
National SIGINT HQ of each party representing various levels 
of personnel from the Directorate down. These visits take 
on different forms, e.g., analyst-to-analyst discussions, 
conferences, periodic meetings, management/planning reviews 











There are many conferences held between NSA and GCHQ 
which cover a multitude of topics. Most are held on an 
annual basis and usually alternate meeting places between 
the two centers. The more significant conferences include 
the following: 


Conference 


Program Management & Review 


Comments 

Senior Management participation 

Senior Management (at Deputy 
Director level) participation 
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Communications Tie-ins 


Other than CRITICOMM and mail correspondence, GCHQ and 
NSA have various means for communications with each other. 
There are several OPSCOMM circuits between the two centers. 



There is select technology exchange between both centers. 

































Ther6/ace many -WOA ' s* and MOU' s betwe'en the partners; 
however, /a,' significrant afnount of division‘of ^.ffoft is 
accomplished without ahy formal DOE or MOU 'and'.has*, evolved 
through cboperation .engendered by personal contact*, and 
exchange^! An understanding is created on each target of 
mutua l /Interest iii terms of collection, processing 'and report- 
ing. r 1 
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ANNEXES; A UKUSA AGREEMENT OF 1946 --(-S-)- 

B LISTING OF APPENDICES TO THE UKUSA AGREEMENT 

C DETAILS OF UKUSA DIVISION OF EFFORT (U) 

D PRINCIPAL UK CRYPTOLOGIC INSTALLATIONS -f&t" 
E U.S. CRYPTOLOGIC SITES IN THE UK -(-&)- 
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ANNEX A 


BRITISH - U.S. COMMUNICATIONS 
INTELLIGENCE AGREEMENT-4^ 

5 MARCH 1946 

(UKUSA AGREEMENT) 
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1. Parties to the Agreement ‘ . 

2. Scope of the Agreeneat - .i. 

3. ’ Extent of the Agreement - Products ' ' 

4. Extent of the Agreenent - Methods and Techniques 

3. Third Parties to the Agreessent ' ' 

6. The Dominions " ;■ •■■V'-'* 

7. Channels betuecn U. ’S. and British Empire Agencios 

8. Dissemination and Security- 

9. Dissemination and Security - Commercial 
10, Previous Agreements 

■11. Amendment and Termination of Agreement 

.■ \ 

12. Activation and Implementation of Agreement 















gRITISK-U. S. CO:.-..XU:;ICA?ton ir;?.^T,I.TC-£i;C 2 AO^FTv^r. 


3 


1. Parties to the A^,ree~:e n.t. 

follovius as!:-een,eat l3 cade betveea the 

?s-ANrTa?^7'^''^ Coccunlcatlon Ir.telli^s.tos Board 

the U. S. Stats, r.avy a-<i 
war Departuients and p_l t n q _ 



e - ’ 


/'/i^ecnient £overna the i-elations of the abovK-- 

ort.\ IraolllKcaco ralter.s 

of ratch collatoral rate- 

rial as^is applicable for technical purposes and is 
b'-tvefen"r^"^r^^ liiterests vlll bo effected 

both coudt-.ie“""^"^^" agoaolea >-,. r : _ 


T4 this ayreecent Cor -tuxilcatlon Ir.tsl- 

ll^£jonc_e Is ■, unders tood to connr'^’^e ai i —.< -_. 

pr-bductlcn, a 7 .d“dls 3 eci 7 ;s 7 tlcr 
r!a 110 ^ 3 '^"^’^'’’*'°^ derived froc the cocr.-.thlcatlons of other 


.-.. J 


4 ^i|or the purposes of this agreement British Erri- 
pl^ is understood to mean all British territory othe: 
\ than tne Dominions, . i 


(_. 


: i 


-h \ 


i ,-.f-' fVt.\ yt. y .^ 

-- — ^ . 
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3. £?:ten.t of the A,g:r5£;r.£nt - Products 

(a) The partie 3 a^ree to the exchange of the 
products of the follovirig operations relating to 
foreign cOiUT.unlcatlons 

(1) _ collection of traffic 

( 2 ) acquisition of communication docu- 
znents and equipmient 

( 3 ) traffic analysis 

(4) cryptanalysis i 

( 5 ) decryption and translation 

(6) acquisition of information regard¬ 
ing communication organisations, 
practices, procedures, and equipment 


ir'. 




'^T'nroughou’t this agreement foreign comnunica - , . 

tions are understood to mean all communications of -v 
the goverriment or of any military, air, or naval 
ferce, faction, party, department, agency, or hureau 
of a foreign country, or of any person or persons 
acting or purporting to act therefor, and shall in¬ 
clude commercial communication’s of a foreign cour*try 
vhich may contain Information of military, political, 
or economic value./ Foreign country as used herein 
is understood to include any country, whether or not 
its government is recognized by the U, S, or the 
British.Empire, excluding only the U; 3., the British 
Commonwealth of JNations, and the British Empire. 


>* .V ^ I 

k ^. 1 ^ 



* ^ NS A FOIA qase 10^86 Page 


'O 
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T' r 


\* *v ^ 


(b) Such exchar;L/e vill be unrestricted or. all 
voi-x urjdertaker except vhen apeciflcally excluded 
I'rciT: vro a^reenerit at tr.e recuest oi' either oa'^tv 


-- V- '- . 


u.re abcpLute n.irilr/ur. ar.d to cxercice r.o restricoio-rc / 
coher than thoco reported and r.utually aj^reed upon. / 


^ ♦ ^y-t^ ort of th e /‘.r/reefr.er.t - :>;ethodn and Techniquet 

(a) The partiec .a^ree to the • exchan^/e of in- • 
forciatlon z-ijr,nrc}ini^ meLhoac and techriiquoc involved 
in the operations outlined in paragraph [^(a) . ’ , 7-\ •;. 

(b) Such exchange vill be unrestricted on all 
vork undertaken, except that upon notification of 
the other party information may be vithr.eld by either 
party when its special interests so require. Such 
notification will include a description, of the in¬ 
formation being withlnelc, sufficient in the opl.nion 
of the wjLthholdlng party, to convey its significance. 
It is the intention of each party to limit such ex¬ 
ceptions to the absolute .minimui. 

b * Third parties to the Agreement 

Both parties will regard this agreement as pre¬ 
cluding action with third parties^ on any subject 
appertaining to Comjr.uriicatlon Intelligence except in 
accordance with the following understanding; 


Throughout this agreement third parties are 
understood to mean all individuals or authorities 
other'" than those of the United States, the British 
Empire, and the British Doirinions. 




18 




NSA FOIA-Case 10038j6 Page OJ 





Doc ID: 6636095 

; t »i«.~».»'’f’,»fewVii.i-<;rf»-^«V.> jf-ti i; . i.iii to -li!a«ii 


Jy/" •■ -t;. "^.■->.t ■4- P* 




3 


D 


3 



(a) It will bo contrary to talc avro^-rK^.n*- -r, 
reveal Ito existence to any third party wha^evl-t ' 

(b) i',ach party vlll nook tho aarte.v.er.t of tha 
Ovher to any action with third parties er^ v'Ji 
take no such action until its advlaabiilly ic agreed 


obtained 


(c) The agreement of the other having been 
vill be left to the party concerned to 

carry out the agreed action in the’ most aporonr^a-e 
way, without obligation to ciscloae nrecioelv the 
cnanncls through which action is taken. . , 

(d) gach party will enouro that tho rosuitn 
of any ouch action aro made available to tho othor 

6. The Do.tlnions 

(a) V.'hlle the Do:rJ.nion3 aro not parties to 

tn_s aj^reementthey will not be regarced as th'^'^d 
parties. " 

(b) The Lorulon SIGIIIT board will however 
keep tho U, S, inforriOd of any arrar:go;.iorto or p'^o- 
posed .arrango.Tiento with any Dominion agoncioo. 

(c) bTAhCIB will make no arrangemorits with any 
Doinin_on agency otner tnan Canadian except t’nrough 

or with the prior approval of, the London S'GIh''’ ' 
Board. 

(d) As regards Canada, S'TAl'lCIB will conpleto 

no arrangements with any agency therein without first 
ootaining the views of the London SIGIhT Board, 

(e) It will be conditional on any Dominion 
agen»,,ies vion wnom collaboration takes place that 


P* 
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abj-da oy bae tero^s of ^ p 

7 a..a to ^he arrar.goa.eato 

aovri in paragraph 7. ^ 

- '--^' Batv een U . S. and British ^-.nire 

(a) S'DAiICTB vill make no’arrangements in 
spQsrs of Coc-.T.ur.lootion IntolUger-4 •! t? ■ 

r.,T.pire agency e:.cept through, o? uilh "" 

proval of, the London SIGILT 3oard. ^ 

ran-e^e^..^'^?; «in rake no ar- ' : ' ' 

vith any u. S. aseniy enc7pt'?hr7^iSt''or 

prior approval ox', S?jiJ<CI 5 . . o. vi^n tne _ 

^sseminatlon and Seciiritv' ■•■.•/■ 

_ Coamanication Intelligence and Secret or anov^ 
tec.^ical matterc corrected therevlth vill be d??! * 

reiiulations to be drawn uo and ^e^i uid'^ 

■ rIt'cfvitM Board In iSuIbo- 

ration, //itnin tne terns of these ' re^u'^ t^ 0--3 

. dissemination by either party will be r.ade“to u S 
rec,j.pient 3 only as approved by SlAyciB:’ to B-^it^’sh* 
t?;. ? ^^ecipients and to Dominion recipients Sther 
^ -1 ^ an-a^ian only as approved cy the Lorvxon 3 IG~N‘'^ 

recipients only as approved bj‘* 
e..one. ^•Aii..j.L 3 or tne nondon SIGIK? Board; and to 

only^as Jointly approv^d^ 
ar.c. «,r.e nonnon SZOIM Beard. 

STAiJCIB and the London SIGIIIT Beard vill ensure* 
tnat without prior notification and consent of the 
otner^party in each instance no dissemination -of in- 
.^orma,.lon derived from Communication Intelligence 
sources is. made to any individual or arenev f^ove'-n- 

eaploiWt fir com- ' 

iTiercial pui‘pococ . 
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P ^V1 o \i z A >•; :.:<r: r. t: 

This r.;hr.t s'JuorMecoc alj pr-cviouc 

ir.f;r.ts bel-veor; Erii-ish a::d U. S. autir.oi'itieii. the 
Cor.;r.ur»ico.t:lon ir*telli^t;:icc: field. 

li . /uncridrier it a r.d I'e i-.T.jr.atlon cif A,-: r^:e ;; c;r.r, 

Talr. _ £'-t;rocr.:e:-.t. ~.ay cc or i.er-.lna ted 

coinpietely or J n part at o.i;j tl.ue by tiutual Oi^r-oo- 
rr.ont. It niay be ter.v.ir.atec ccn.pieteiy at aby tin.e 
on jiotlce by eilhei- party, ibould either contldor 
its inte:*ects best served by such action. 

^2 • Activat i on a nd Irr.n l ou-ent a ticn of A^re.e::iar '.t 

This ajj;reer.:ar» t bee cries effective by signature 
of duly authorised rer-rr^sentatives of the London 
&IGIJIT Hoard o.nd LT/LMIH. Thereafter, its irnle- 
ir.entaticn will be ar:-anrec between the Ccrn.'unlcatio.a 
latellicence authorities concei-ned, subject to tr.e 
approval of the Lor.doa SIGHT Board and STAMCI3, 



For and in behcjf of the For and in behalf of the,_ 

London Signal late 111- State-Ar.ny-havy Co;:io:ual- 

5 cnce Board: cation Intelligence Board: 



' ^ ' y 1 \ ‘ //> ^ ■_ 

hati'icic Marr~-j~ohnson 
Colonel, British Army 
General Staff 


. KULts -O 


Koy t ^ S . V t,i. {, o nb erg 
Lieutenant GenCi-al, GSC 
• Senior Mcr-.ber 
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ANNEX B 


A DESCRIPTION OF THE APPENDICES 
TO THE UKUSA AGREEMENT-fS-)- 
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A DESCRIPTION 
OF 


THE APPENDICES TO TES UEUSA AGREEI-EIyT 
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Tor SECRET 


APWmiX A 
m'F.mix B 
An^nroxx g 

AITEIffiK H 
ArrnrDi'N: i 
/xpHJi>r< j 


uiojaA agree s :!? i‘^ji- i::irxo_r.c; h-\ y bk /^iKrirED 
b1' T^i\iib Kci^A .jn<:^ 

- TERI-IS TO BS USED 

- PRXTCIPIE3 OP SECURITY AI® DISSEmriATIOII 

- EXCEA-irOE OF COLLATERAL f-lA'IERIAL AEp. GO'i<mJT T.tA^R 7AT 
OBTAOI'IED 


(b) (1) 

(b) (3)-18 use 798 
(b) (3)-50 use 3024(i) 
(b)(3)-P.L, 86-36 


- C0M?-2JIiia4TI0ri3 

- LI4ISO.U AJ'ID METHODS OF EXCHAI^GE 

- PF-r^CIPLEG OF UIIISA COIXABORATIOH 17ITII CO:>SroiH;'EALTH 
COU!E'RIES OTHER THi'UT THE U.K. 


APITITT-IX H - ARPAPGH-tE^TTS FOR H-IERGEncy RE-LOCATION OF COMMIT UNITS 

APPElyDIK 0 G'NT’LEI'IEIerAF.Y ARRANGEMENTS FOR COOPERATION HETHEEN 
SrECIPIED U.C. AND U.K. COMB!'! UNITS 

APPENDIX P - COMINT RIJATIONG IITH TKIPJ) FAF?riES AFFECTIIJG UFTJSA 
REIATIONSHIPS 

APPEND-rX 0 - OHGANI?ATION OF U.S.-PRB’INT ONi:Ii.'lirNIT.vi PTTJJIFriCP 
COLIAEORATTON IN VIAR 

f 

APPENDICES V-HICIT THE DIREC-TOPS. NSA AND C'CKQ, MAY 
• change or BiTEPPRET £Y IL'TUAL AGFf:EMlNT 

APPENDIX C - DESIGIIATION OF IKTEIRCEl^ TARGETS 

appendix D - CO-CRDINITIOM OF TRAFFIC AILALYSIS AJTD FCCiLU-OE OF TRAFFIC 
' I'-T^bT'AL 

ArpFIDIX E - CO^ORDIIATION OF, ATTD FCCFANGS OF Iin?'C-r'M-\TION ON. 
CR‘YPrAIL\LY-:i'3 AND ASSOCIATED TECHNIQijps 

ArpENCrX F - EXCilANGS OF COI-SvIUNICATION BITELLIGENCE AND CO-OPDITATIO'.' 

BT TRA-ISIATION 

/■.prr::r.r\ k - coiiaboration n the fjsslan i.tefnal rLMr tf-it field 

AiFENI-IX L - fJ-IGiD-.i-r,!-; OF 1.1 FORMATION ON BIAERCEI'T EQUIPMENT, FACrLIT'IES, 
PROIUOTIOI-T, FECFAROH AND rL'vTI/riCTJNT 

AIPFNI'.rX M - FX'.NFNGK CF PiW-I MATFRXAL AND STAirDARDIZ/iTl-ON OF PAN 
MATERIAL FOFDFT 


■Ptr NCf.G VIA C i V ' JivT ffi f T VNUrrG OI.T-Y 
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niTRODUCTIOH TO THE APPEIIDICES 


A listing of arrangements which govern the collaboration between 
the U.S. and U.K. COMU'IT Agencies, including statements of exchange, 
liaison, standardization, allocation of resources, telecommunication., 
courier, review of Appendices. 


APPOroiX A - TEI^IS TO BE USED 


A definitive listing of terms placed in the context of the 
Agreement. 


APPEITDIK B - PRINCI?ri:s 0? SECiJBITY PM) DISSS-IIMATIO?! 


Defines a number of terms peculiar to the SIGINT agreements; specifies 
the considerations for assigning CCMUIT to categories; establishes basic 
security principles gcv’eming collection, access, dissemination and 
transmission under all conditions of world climate. 


A PFEIIDIX B AIEiEXUKE B1 > THE ASSIGro-IE?JT OF C0>miT TO CATEGORIES AiD 
SUB-CATEGORIES 


This arne>?ire delineates the "basis for (a) the estahlishment of 
sub-categories, (h) the assignment of COMUT to categories and sub¬ 
categories, (c) the classification of COMIET assigned to categories and 
sub-categories, and (d) the application of ccdev:ords to categories and 
sub-categories. It does not accomplish the detailed categorization, of 
all COMIIT, but along with the criteria described in Appendix B, it 
governs the preparation and maintenance of current mutually agreed lists 
to indicate the precise assignment of all COME-iT categories and sub¬ 
categories. 


AppE!J Dr< B Ain-E^gjFB Bg - SEciiR.rfY PREiciPiES go"^:ie ' :g the coi 'l ugt of 

C’.'J'ili!j,’ OrEt'AT.'.C'IS ITaPOSeD 


This section defines ezcposed areas, risky situations, dangerous 
situations, and hazardous activities. It sets up safeguards for con¬ 
trolling the assignment of personnel to hazardous activities and 
provides sareg;.xirds for the conduct of COMEET operations in exposed 
areas or in risVy or dangerous situations. 


APPEI-TD IX: B A’I IE:<i. T^E B3 - ClASSIEICATIOtJ A I-i p H/dlDLEIG OF EIEOR M ATIOH 
PELATED TO COMlhi OR CCiiEE? ACTE/ITJES 


This annex'ire establishes minimum standards with respect to the 
handling and classification of inf'ormation which is neither CG-IEEP nor 
that contained in technical material or documents that reveal aotiAai or 
prognosti ;:ited success or effort concerning the production of COMIIJT, 


n/iTpri: via cd!ie'p 
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^r.t rc'\--3als directly or by implication the existence or nat’wire of COMHIT 
or of CCMBIT activities 


B AM^ i:XUKE A - TYPES OF EIF O RI-IATIOH TO BE GP/EN 1 1)5 

aA3-E ‘'P RC>IE0Ti0:; A S COMH-fl 

Lists the information vhich is neither COME'IT nor "technical 
material" E!\d which must be accorded the sane protection of the classifi¬ 
cation and code^rd of the highest category of COMUiT to which it relates. 


APPEWK B AI'JTIEKIIRE B3 AIPIEX B - TYPES OF HTFORIiATIOU TO BE HAtlDIED VX'\ 
COMBi j CliUPlElS OiILY 

This Annex prescribes the classification and handling procedures 
for information that does not reouire codeword protection, but which 
relates to COMINT or CCMCs'T activities. 


APPEPIPIX B ATPTEXrjPE B3 Al^IEX C - TYPES OF rLlFOPJlATION V/HXCH MAY BE 
HANDLED A.CCOBl!A.MCE WITH KOPI-!AL SECQ-RITY RE'SUIATIQNS 

Discusses the types of infonsation pertanning to COMINT which 
requires neither codeword protection nor the caveat "EAIIDLE VIA COMPTI 
CHAIIiiEIS OliLY" ai:,d '■'ill be classified and handled in accordance with 
D.S. or U.K. gca'crnmental security regulations in effect for information 
uncor.nectsd with CCML'-rf or COMIin? activities. 


APPENDIX C - DESIGNATION OF ILTBRCEPT TARCrETS 

Outlines the TTA case numbering system for describing intercept 
targets in ail fields other than International Commercial, for which 
a separate s'ystsn is noted. 


AppEinir-': d - co-o?ni::ATioN o? tpaffic amai.-ysis aj^d exchanc-e of tpafpio 
a: Alins [-ATEPIAL 

Provides guidelines for the exchange of T/A materials and for 
coordination of intercept coritvcO. to mininize duplication. 
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OOr.RD.TItATICN OF. AJ-ID E-:CKARGE OF It^FORr-ATIOM ON, 
AID A^SOC^^ZD TECRNIQ'j'^ 


A 5tate:iien.t of the pi’inciples gcverrilng coordination of, and 
exchao^ze of inf'GiTr.ation on, cryptanalysis and associated tecbniq.ues, 
inc?jidin^ standardization of system noraeaclature, status of tasks, 
allocation of tasks methods techniques and technical products, crypto 
intelliganoe and transfer of devices and apparatus. 


APPKNDrC E A^0'TE:<f.*RE 1 - 


TORKT:!il AREANGD^H^vlS R-ACSED AT TEE 1946 
-Mli-cEATIGN 0? APPiuDIJC E 


Consists of arrangements for informal allocation of cryptanalytic 
tasks, short reference titling or system nomenc-lature, how to propose 
a title and preparation of System Identification,Sheets, preparation 
of the ^•aster File and preparation of the Q uapterjy Status Report. 


AFPETE^rc F - EXCh. 4>?GS OF an\c.!:jT?iaATION EiT£LLIGE?IOE AITO COOPPINATION 
H: uPA NSIATIO N —— 

-• Provides guidance as to standardization on format and content of 
translations and for editorial comment on COi-DITT ^ich is exchanged. 


APrF NPIX 0 ~ E:\CHA N aS 0? C OLTATEF.AI, MATERIAL AITD COMJNT MATERIAL 
f' 'I'-'r' 'O -'A'-lrT CV'jT'ATiONS 


Provides additional guidance 'beyond that in paragraphs 2 and 4 
of the Agreement on the handling or exchange of collateral materials 
and COMniT materials obtained clandestine or covert sources. 


APPEATiK H 


C 0'”-Jp-VTr; ATIC’ IS 


I;- //ides general guidance 
installation, mai(>tenance and 
eqvApn-ient, cr;ypto£raphic. aids, 
com;aunications liaison. 


as to telecommunications required, 
operation of tormzmlB, provision of 
coui'ier or bag routes, microfilm and 


App^IIPrA: H A FIE'-nrp.E Pl - vr.’?i<'T:iG ARF.A:.;1E!-IFNTS RFACKED at the 1953 


Discusses tae requirements for: 

1. U.S. Stati*v:s and Units located or relocated in the U.K. 

2. Communicatirn arrurgements for stations and units lovcated or 
relocated in the U.K. 

3« U.S. SbatioriS abroad relocated to British controlled territory 
end British Stations abrc'ad rolo^iated to U.S. controlled territory. 

■ H/JPLE VIA COIUTiT GK-UgfSLS ONLY 27 
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4, Trans-Atlc.n-'vl; Fajxlitlis 
5« Traiis-Facific Facilities 

6. ■ Other combined comnunication Nets and Links (Existing and 
Planned) 


APPE^IDIX I - LJAmx: Aim I^ETIHODS of £XCIL^NC-B 

/■ 

Provides foi* liaison personnel, charunclc for requests on exchange 
of materials, and assistance to liaison personnel by the host country* 

APPFJTDIX J - PKnCIPT.ES OF UKIJaA COIIAEORATION WITH CCMMOir.'IEALTH 


COUNTRIES O-llSR THE U.K. 


This appendix records the general principles governing UKUSA COME?: 
collaboration XTith Cornmonvealth countries other than the U.K, 


APPFrrDIX j AI’I?IEXURS J1 - UKUS.A ARRANGE-EIITS AFIECTEIG AUSTRALIA AJUi 


tffiW ZHM/ID 

Self-explanat C)ry, 


AppEur-EC K - cot.i:a.ropatio:t e: ele 


(b) (1) 

(b) (3)-18 use 798 
(b) (3)-50 use 3024 (i) 
(b)(3)-P.L. 86-36 


PI. A in ■ TFHT ■ FIETlI) * 


provides for guidslir.as on intercant uriorit' 
product exchange and forecast of outnut bas.ed -o' 


APPEEIDIX K AIPrFrgjRF K1 - WRKI?IG AFPATro'EI'ITS PUNCHED AT THE 1948 


_ F APidliDIX K 




Consists of exhibits to the appendix shoving a. specimn priority 
list, a speclmaji intercept record, a forecast of plain text reports, and 
other foim.ts pertinent to Appendix K. 


APPFJ^^DE: L »» excjia ugf P? iirr'CRi-LATioii on rrrspcEpT Eouji^i.EnT* facilitiss, 
pitofucix o::, keseaifih ~ 

Provides for a conpreher.sive Arnujial Technical Ronort concernjjig 
(a) all intercept facilities installed and available for use at intercept 
and D/F stations vtiether or not such facilities are in use and (b) details 
of numbers and types and descriptions of intercept equipment under conti-ac 
and/or in production, together vlth probable delivery dates. 
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TOP SECRET 


«:fi'.'‘7.roj:x l Ai:2iE yiTRE li • 

co:\^ 


TD' 


:?I0nS OF ^ U.U. TTED Kr iGEOM 
SMi~/~£r.!!rs« 1953 




This section sets up objective? and general princi-ples of operation iii 
iiiakir,'^ cite sai’veys in the northe?m er-c (noi't;! of the 55th painXlol). 


A’FPHrr'.X K: M - E^CiT If^rrC - E o? R.^.>7 MA,TCFT/J. Airp STAb~PAPJ)IZ.4TI0N OF RAW . 

Sets up procediu'os and a standard format for use in the exchange of 
rav material. 


AETt?n:>IX M JiTRCT.RlS >n - VlR'fjjrr AR?iM;OS.E!Z?S REACflED AT THE 19^6 
C0in%RE>-rC^ g“>H THE 3h??IS^E'fvhATTb?r 0F~ AITl jiblK M 

Consists of exJaibits to the Appendi:c^ shoving formats or layout for 
various kinds of rav traffic. 


APPEI'IDIX N - APrAd;C-K;>S!-:TS FOR H.EP.GEZ'^CY FET^OCATION OF COMUff IHITS 


Th.is section describes conditions and situations under ivhich emergency 
rr:7o':r-ticn of either or both U.S. end U,X. COMH^T units is desirable and 
STjocifies the responsibilities of the several parties if such on event 
takes place. 


ArPTlH/TX N Arfv.'fDHE HI - RET/lt'.TIOH 0? U.S. AIID U.K, COVlT.T tUflTS - 
PRO^/isIon o:^’ ECifer-li',!’ 


Discusses responsibility for presiding-necessary eouipment to the 
various \ucits vhich might have to be relocated on an emergency basis. 



?U'rT. Oh I'.s. jV'-d ■’'.k. coi'JjIPt irfirs fZF^AZfi 


A j.isting of the various U.S. and U.K. COMQ'IT Units located on 
territory controlled 'by the other party. 


Ui" Si.\ji 1?JihJi~AHy ARRAU CfF:-tF!-? X' 3 FOR COOrE P ATTOtl HET '- ItE:!? SPE CIPIFD 
U.S. A.i’D U.K. Cv/. H r f U; !!i;xo 

Self-e;<planatory. 


VIA coMrrr ciL^inn:io c -»7ffiY' 
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pj c n?,-r'’7C)Tr?n 

p_ 

J 
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i 



m 


Prc-vidGs for liai::.on and cxchar.ge of porGonncl^ coordination of 
ii'.torccTition and exchange of intercepted traffic beteen tho 10tb RSM 
and ChcadAo a:iJ. tne ID FCM and GCnfi. 


V. ” OOlD.Trf RETf,-? 3:^.3 WITH THIRD PARTIES AFFSOT.TdlG TJIOJSA 
tdiLAi ioiu^iirs .. ■ 

Basic principles -gevernins COMIIT? arrangonicnts by the U.K. and U,S. 
■with Third Parties. 


APPI HL’IX P_AlErE X^JPE PI - DEFT-HITICHS 

Definitions of terns used in Appendix P. 


A^BT'pIX P ArDIEXTJTS P2 - UIFPiy.TIOriAL COMITIT ARRANOH'IErJTS FOR AIJ.IED 
COr-Dl/u'rD EIROPS —-- 

A statement of principles govemicig the interrjational, as 
dis‘^irvg’oii.ned. from the pv.r^J.y DTiJSA^ Cf-vflHT S’-Tcrort to be Tcrovid'^d ■f'O 
the Allied Coermnd Europe (ACE) in beth peace and war. 


P ATI; ^ a 7'^TRI: P3 , ric.-i:Ri-.AT IOTIAL COMIZIT AJRRAIIOD-IEEITS FOR ALLIED 
C^'AIfD ATL'\irflG' 


A ctatomont of principles governing the Inteiriational, as disti’vpiishc- 
from the purely CAi.ilLjJS; COMLT sup-tort to bo provided to Allied Comuar.d 
Atlantic (AijrAZil) in both ijcace and vcr. 


AP.?E;T;rf 0 - 0?;/:; 

■ -..”-1.-' J~y 'L 

toiLvEORAvir::: r;; 

\l\R 

A statement 
U.S. fnd U.?:. in 

of pr 
case 

AIp^EZT'ZEf 0 /': f "EX' 

rpz 01 

COI'UI-T CEfllrE 


> C -'IIALC 'PATIOH BE TWFE H IJ.S. AZID U,k. HATIOIIAL 


'lbis amezcjre sets forth, agreed 
"the prJ.r.ciplec of ccHabors.tion c.n a 
of the CT/oblned C--inter Europe (COE). 


arra.n,gen:ents for iiirpi-duentation of 
w’arthne situation and -the fonratic-n 


g AIfiM& - V 3 A CCJMLg CilAHIfSIfl OIILY 
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APTiy^T-rc Q /: 


nE^T.U'iE Q.2 - FRIl':c;3?I, 

£a Tf.s.. u,K., 7,::o tyr 


COItL^BOHATIO;! A?.IOMD COMIjTJ? 
>:H BRrFLSiI CC;v2lO:n5'IALgH CCmSRIES 


Dcrsci'ibcs obspo to bo ts-kcn in. tbo event of bostilitiGs involving 
U,S«^ U.K,, Co,niian,j Anotralia* and i'Iev7 Zealand to ensure the greatest 
possible contribution to prosecuting the consistent with security, 
iiicludirjg i'.iai'nod overseas National CCMU’JT Centers, 


VIA COMU'IT CHi\>iTEIg O^n.Y 


! 11 ^ y *1 JM, n f TJ1 
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ANNEX D 


PRINCIPAL UK CRYPTOLOGIC INSTALLATIONS -fS-)- 




(3)-18 use 798 
(3)-50 use 3024(i) 
(3)-P.L. 86-36 
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■ ' U.K. SIGINT DEPLOYMENT 

The U.K. SIGINT deployment has major concentrat, 
ersonnel at the following locations:_ 


of resources and 


(b) (1) 

(b)(3)-18 use 79S 
(b) (3)-20 use 3024 (i) 
(b)(3)-P.L. 36-36 
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ANNEX E 


U.S, CRYPTOLOGIC SITES IN THE UK -(S) 
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